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Faced with new demands for virtualization and containers, adoption of cloud/SDN/NFV, exploding mobile data
and smart device growth, and scalable performance, enterprises have outgrown the spreadsheets and
proprietary vendor appliances they’ve historically relied on to manually provision, manage and maintain their
distributed networks. Greater user mobility, SDWAN, virtualization technologies, 10T and the accelerating
runout of IPv4/adoption of IPv6 are all compounding the complexity and management requirements of network
infrastructure. At the same time, downward pricing, declining margins, and relentless pressure to improve
service quality are driving operational teams to reduce costs. Manual approaches to network control and
processes are labor-intensive, inefficient and error-prone. Unable to keep pace with the growing demands on
the network, manual approaches compromise service delivery, increase the risk of a service interruption, and
introduce additional risk regarding the security level of distributed networks.

Automated provisioning of network infrastructure offers
an elegant and proven solution. Correctly deployed, an
automated provisioning platform can alleviate staffing
pressures and prevent underutilization of network
resources while significantly improving service quality,
consistency, and security. It achieves this by radically
simplifying previously complex tasks such as IP address
management, DNS zone editing, DHCP scope
management and BGP session  configuration.
Provisioning jobs such as IP subnet allocations and

assignments, DNS zone editing, and DNSSEC zone
signing that used to take hours and multiple operational
tasks now take minutes and are less error-prone — even
when deployed across multivendor environments.

Different aspects of network control become integrated, and network-wide changes are no longer the
exclusive province of separate teams. Resource allocation is based on policies, as determined by network
architects and operators, removing the risk of ad hoc changes. All this results in reduced error rates, much
more rapid service delivery, and substantially lower management costs - especially when managing

heterogeneous network infrastructure.
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This white paper will discuss the two greatest challenges facing enterprise network managers and detail the
many benefits of automated provisioning software for teams that manage data networks, hosting centers,
mobile networks, and distributed infrastructure.

Greater commercial dependence on network operations has raised the bar on service levels, because any type
of network outage or loss of throughput can result in a significant hit to the business. Service Providers
understand these challenges as a single outage will likely affect multiple customers, magnifying the loss of
revenue. For enterprises with revenue models that depend solely on the data centers' ability to deliver IT and
networking services to customers or partners — downtime can be particularly costly, with the highest cost of
a single event exceeding $1 million (more than $11,000 per minute).

laaS/PaaS

o Lack of Visiability e Increased Cost e Inconsistent Performance
o Limited Agility « Difficult to Scale e Challenging to Troubleshoot/Repair

e Loss Of Control e Problematic to Secure
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The growth of the cloud, improvements in wireless throughput, and advances in device miniaturization have
driven the expansion of mobile computing. This too has added whole new levels of network complexity as
large segments of employees, consumers, and businesses have unplugge d their desktops in favor of mobile
devices. According to Gartner, in 2021 global smartphone sales to end users totaled 328.8 million in the
second quarter, an increase of 10.8% year over year. Overall global mobile phone sales grew 10.2% despite
supply constraints due to COVID-19 related production disruption and component shortages.

In 2022, the global devices installed base is on pace to reach 6.4 billion units with the boosted the use of
tablets and laptops. In 2021, the number of laptops and tablets in use increased by 8.8% and 11.7%,
respectively. According to Cisco, by 2022, more IP traffic will be crossing global networks than in all prior
‘internet years’ combined up to the end of 2016. In other words, more traffic will be created in 2022 than in
the 32 years since the internet started. Where will that traffic come from? All of us, our machines and the way
we use the internet. By 2022, 60 percent of the global population will be internet users. More than 28 billion

devices and connections will be online.

Installed Base of Devices, Worldwide,
2019-2022 (Thousands of Units)
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Increased traffic and device proliferation accelerated the depletion of IPv4 address space, and as of September
2015, ARIN'’s IPv4 free pool has depleted. Asia Pacific and large swaths of Europe exhausted their available pool
of IPv4 addresses long before they were exhausted in the United States, and are relying increasingly on IPv6.

The exhaustion of IPv4 addresses continues to drive the adoption of IPv6, along with the implementation of
dual-stack environments to support this new global reality. This uneven transition will only further complicate
matters for enterprises on a global level, as they will have to support both protocols for the foreseeable future.

To stay competitive, enterprises must adopt provisioning solutions that can understand the entire network,
regardless of device, location and cloud. These solutions must also provide value to the current legacy
infrastructure and allow vendor agnostic access to new technologies like SDN/NFV without disrupting
operational workflows.

Provisioning Challenges Facing Enterprises

These global trends are presenting enterprises with three major challenges: ensuring service quality, profitably
adding new revenue-generating mobile and managed services, and preparing for globally emerging
technologies like IPv6 and DNSSEC.

Ensuring Service Quality

Even as the demands on network performance and reliability have soared, IP network management processes
have fallen behind, and network managers at most enterprises today are swamped with change requests. The
result of these fractured groups and processes is what we term the “dumb silo” — local one-off tools that don't
scale and only solve a limited problem, but then have no ability to understand context for provisioning.

Homegrown scripts and manual spreadsheet-based processes utilized at most enterprises are no longer
sufficient for tracking configuration changes and provisioning new services with various metadata components.
With the swelling influx of change orders, device adds, new service requests, legal requirements, and
accompanying address changes, operators are increasingly challenged to keep up. In addition, the environment
itself is becoming complex and brittle. Years of accumulated protocol overlays, competing standards, proprietary
equipment, rotating personnel, undocumented code and ephemeral workloads have created a rigid, unwieldy
infrastructure that is increasingly error-prone and difficult to manage. Introducing new technology initiatives like
NFV/SDWAN or even virtualization and container-based technologies in such an outdated environment is a
recipe for disaster for the most robust operational team.
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Inevitably, enterprises are facing delayed service deployments, higher operator error rates, and the ever-present
threat of a significant network outage. But under the current management and control model, these issues are
impossible to prevent, because operating procedures are too compartmentalized, legacy and manual processes
are too inefficient, and the cost of adding additional personnel is simply too great. For most enterprises, the
“dumb silo” has mutated from an occasional hiccup to a problem and can't be ignored.

Profitably Introducing New Services

To retain customers, maximize revenue from legacy network assets and offset declining transit costs, enterprises
must roll out new, value-added services, software as a service (SaaS), infrastructure as a service, and managed
networks. However, given the complexity of provider networks and the inefficiencies of their siloed management
processes, these services are difficult and costly to deploy.

Because value-added services involve numerous underlying systems, a spreadsheet-based or isolated
provisioning process turns deployment into a lengthy ordeal that delays rollouts, increases errors, and undercuts
profitability, particularly when operations personnel are not familiar with each step in the procedure. Due to the
lack of a holistic approach to infrastructure provisioning, introducing new enterprise services across a variety of

provider platforms carries an even bigger risk as time passes with legacy manual processes behind the scenes.

Preparing for globally emerging technologies like IPv6 and DNSSEC
There is no getting around it: The transition from IPv4 to IPv6 is a major undertaking that affects every facet of

an enterprise’s business from capital expenditure to customer service.

A growing percentage of customers are already making use of IPv6. As of January of 2022, worldwide IPv6
deployment is over 33%, with deployment in the US over 47%. Major carrier networks and ISPs have rolled out
substantial IPv6 deployments. They have been the first group to start deploying IPv6 on their networks, with
mobile networks leading the charge. For example, T-Mobile USA has more than 90% of its traffic going over IPv6,
with Verizon Wireless close behind at 82.25%. Comcast and AT&T have its networks at 63% and 65%,
respectively, according to the industry group World Ipv6 Launch.
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Global IPv6 Adoption Rate Projection
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To accommodate this growth, enterprises must ensure that their networks are dual stacked (i.e. support IPv6
and IPv4 protocols). This will require new platforms and software supported by updated operating procedures.
And because there will be a prolonged period when the only new routable addresses will be available under IPv6
but most Web-based content will still only be available via IPv4, enterprises will be forced to run both versions of
the IP protocol concurrently. However, older network infrastructures may not allow for dual stacking and will have
to rely on some form of encapsulation technology, such as tunneling or gateways, in order to support the dual
protocols. This effectively means that technical operations teams will be responsible for two operational

networks, resulting in a massive burden on the organization to simply level the same services to their end users.

Another critical issue to note: Under IPv4, with its relatively small number of public addresses, RFC 1918 space
and network address translation (NAT) was implemented to allow devices to “share” an IP address. This changes
radically with IPv6, which, with its vastly larger pool of available addresses and greater importance on IP
allocation methods. This shift toward access control lists (ACLs) is key for firewall configurations, router
management and prefix lists to ensure that devices are reachable or hidden per a given security policy. In other
words, introducing IPv6 means that managing IP address assignments and related services will become far more
complex than it is today.
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Automated Provisioning:
The Solution for Growing Network Complexity

Many network administrators are turning to automated provisioning software designed to help eliminate network
management and automation complexity.

Manual, spreadsheet-based provisioning focused on individual, vendor-specific network elements cannot keep
up with the proliferation of new devices and the dynamic nature of today’s networks. As a result, manual
configuration raises the risk of network outages and delays the introduction of new services while forfeiting
revenue and customer trust in the process.

An Automated Provisioning and Control Platform

In contrast, integrates the entire infrastructure provisioning process, including IP address assignment, DHCP, and
DNS configuration and with the ability to tie in permissions and object metadata using vendor agnostic methods.
Each step in the process is carried out automatically, in a dynamic fashion, as new services are deployed and
devices are attached or detached from the network. Policies can be defined and put in place to set parameters
for how the system carries out these tasks. The platform consists of a suite of software tools that enable
enterprises to:

« Significantly reduce operational costs by automating labor-intensive tasks such as
IP address allocation, DNS zone management, DNSSEC zone signing, and DHCP
configuration for both physical and virtual network elements.

» Improve service consistency and reliability by reducing error rates and integrating
related tasks into repeatable processes.

e Improve operator productivity and accelerate new service delivery by replacing
functional silos with integrated workflows, and by replacing slow manual processes
with dramatically faster API-led automated responses.
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Optimally, the tool suite also includes asset identification and management features. These include asset
identification and inventory, hardware assignment, and configuration capabilities that make it possible to track
and view all the IP-enabled devices attached to your network in real time. This is particularly critical in light of the
transition to IPv6 because all devices with an IP address will be visible on the network and need to be accounted
for and secured. These devices can have multiple IP addresses and DNS data associated with them, so having an
asset system that can understand the metadata and associated context for objects is crucial.

Any provisioning platform should be acquired with an eye toward “future-proofing” the network and the related
infrastructure provisioning workflows. This means:

e The provisioning platform GUI must be built natively on its own web service REST
API.

e The software should run on non-proprietary operating systems and database
architectures.

» Most critically, IPv6 and DNSSEC support should be integral to the software and
not simply provided as a “bolt on” or a static field. This includes support for auto-
subnetting and integration of policy administration into the management interface.
The software should provide tools to define, log, and track policies as defined by
the administration for a distributed operations team.

» The Regional Internet Registries (RIRs) should be fully integrated because they
are a key component of provisioning that normally involves yet another manual
process that delays provisioning, and they provide a simple interface with the
upstream regulatory bodies - including support for geolocation data feed outputs.
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Benefits of Network Administration Software

An automated infrastructure provisioning system offers
enterprises numerous benefits including:

A dramatic reduction in the time operations personnel and network administrators
must spend provisioning network infrastructure for IP-based devices and services

The near elimination of address assignment and device configuration errors during
the provisioning process

Centralized network infrastructure provisioning for consistent workflows across
multiple departments and functional groups

Full integration of IPv4/IPv6 with DHCP and DNS allows administrators to
dynamically allocate and assign IP addresses by defining, deploying, and
managing IP ranges and metadata — from the aggregate to the host level

Integrated automation of entire address allocation and configuration process via
GUl or API

Global audit trail for all provisioning changes, providing full visibility into who
changed what and when with real-time exporting to third party logging systems

Discovery, tracking and auditing of all network-attached, IP-enabled devices via
existing distributed network-monitoring tools and ProVision Connectors - even in
dual stack environments

API-first agnostic provisioning layer provides flexibility, migration paths and
reduced vendor lock-in

Increased provisioning data accuracy, including support for RIR/LIR objects and
updates

Network optimization based on a complete view of the network and policy-based
network configuration

Accelerated service deployments and faster time to market for new, value-added
service offerings as a result of greater staff productivity and streamlined
provisioning

More profitable growth based on a lower cost structure, less revenue loss due to
service interruptions, and the rapid introduction of new, high-margin services
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What to Look for in an Automated Provisioning Solution

These are several important attributes to consider when evaluating the automated
provisioning platforms available:

Flexible automation and orchestration

Seek a solution that provides a flexible, adaptable APl that can conform to the enterprise’s provisioning
requirements and processes. This ensures a more rapid deployment and avoids a “force fit” situation in
which people and processes must adapt to the new tools. Metadata continues to increase in
importance with network infrastructure and is crucial to scalable network automation — especially with

distributed environments and multiple vendors.

Vendor-agnostic software

Look for a vendor-agnostic solution that allows current systems to remain in place “as is.” This helps
keep deployment costs low by minimizing the need to invest in new systems and allows enterprises to
deploy best-of-breed systems going forward without fear of vendor “lock-in.” If a Connector-based
strategy is used, that implies that the software is able to easily expand functionality and grow with
you.

Comprehensive support for IPv6 and DNSSEC

Choose a solution that provides more than simple address tracking. Look for functions such as auto-
subnetting, which simplifies configuration issues and eliminates common problems such as double
assigning the same IP address, and address block tracking, which can replace ad hoc address
assignments based on immediate operational requirements with address allocation policies based on
service and customer priorities. Make sure these IP data sets are tied to DNS and DHCP systems for
the most accurate provisioning workflows.
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What to Look for in an Automated Provisioning Solution

These are several important attributes to consider when evaluating the automated
provisioning platforms available:

Support for non-proprietary operating systems and environments

Select software that runs on non-proprietary operating systems such as LINUX and is compatible with other
deployment models like containers or virtual machines. Other open standards should be supported too,
including open APIs such as REST. This ensures that the provisioning suite can support the broadest possible
array of devices and network configurations now and in the future.

Rapid provisioning

Only consider automated provisioning systems that reduce the time needed for common tasks, such as
assigning a block of IP addresses, by a minimum of 80 percent. This will maximize your productivity gains. This
should be accomplished by using APIs, so ensure that rapid provisioning actually functions with production
conditions — not just in a lab with a minimal data set.

SaaS$ and local service options

Choose provisioning vendors whose software can be deployed as either a hosted, SaaS-based service, or
locally, behind your own firewall, and make sure the software can be deployed in a matter of minutes, not
months. This gives you maximum latitude, thus allowing you to choose the model that best supports your own
financial and operational requirements. Some vendors may also offer hybrid models that may permit a local
environment with offsite synchronization to a cloud platform. This can be a useful element of a backup/DR
strategy.



“‘6 connect

6connect ProVisiont™: Best in Class

ProVision'™, 6connect’s automated network provisioning software, embodies all the features and functions
described above. The software dynamically and holistically provisions all the network control factors required to
initiate and operate network and data center elements, including IP addresses, DNS zones, DNSSEC
implementation, and DHCP pools, by taking into account VLAN and device-level information. Available as either a
highly scalable cloud or an on-premise solution, ProVision'™ automatically controls these factors across
distributed or separate physical and virtual networks through its intuitive GUI or robust REST API.

Built from the ground up to support the transition from IPv4 to IPv6, including dual-
stack implementations, the ProVision'™ toolset includes:

« REST APl simplifies integration with the widest possible range of applications. Extensive
documentation and numerous code samples are available with the API being used natively within the
ProVision'™ application.

» Multi-Tenant Capabilities are built-in to ProVision'™ for delegating administration to downstream
customers or internal functional groups - either via customized ProVision'™ GUI or your own service
portal.

» Connectors provide on-demand expandability to accommodate both legacy provisioning environments

and the latest SDN/NFV technologies. ProVision can communicate with objects via SSH, APl and
everything in between.

» IP Address Management, which includes complete IPv4 and IPv6 support for everything from subnet
management to hosts. The IPAM tool manages both internal and external address assignments and
reduces the time required to provision a block of IP addresses from 45 minutes to an astonishing 15
seconds, a time savings of 99.4%. ProVision'™ also supports RIR/LIR integration features depending on
scale of the network and business model.

o DNS Controller that supports multiple DNS servers utilizing different DNS technologies. ProVision'™
integrates with a variety of DNS servers and services with built-in import tools to ease migrations and
zone/record file management.

« DNS Controller that supports multiple DNS servers utilizing different DNS technologies. ProVision'™
integrates with a variety of DNS servers and services with built-in import tools to ease migrations and
zone/record file management.

» Peering Manager uses a combination of workflow automation and Connectors to provide one-click BGP
session configuration across multiple exchanges. ProVision integrates with PeeringDB to pull in
exchange and contact information to streamline the Peering Coordinator workflow.



